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Why You Should Read this White Paper
Messaging represents a contradiction of sorts for most organizations:  it is the most critical communications tool for most users, yet it is so critical it has become like plumbing or electricity – it must always be available, yet it represents only a cost of doing business, not a competitive value or differentiator.  To maximize the benefit that can be gained from messaging, as well as to allow an organization to use its resources in the most efficient manner possible, messaging systems must made virtually 100% reliable and be operated at the lowest possible cost.

However, the growing array of messaging threats that organizations face is making messaging management more difficult.  Viruses, worms, denial-of-service attacks, spam, the need to satisfy a growing set of government regulations, legal actions that increasingly call for legal discovery of messaging system content and the odd tornado or two make messaging management increasingly difficult.
This white paper discusses some of the problems that organizations face when attempting to maximize the benefit they derive from messaging, as well as key considerations in selecting an infrastructure to protect their messaging system from these threats.
The Current State of Messaging
It almost goes without saying that messaging is the lifeblood of most organizations.  It is the communications tool that most employees use more than any other and it is the one they can least afford to be without.  More than four out of every five companies uses messaging to conduct transactions, to finalize orders and to carry out a wide variety of business activities.
Messaging Pain Points
However, the utility, ease of use and widespread appeal of messaging has created a number of pain points for users of messaging systems and for those who must manage them.  These problems include the following:

· Viruses, worms, Trojan Horses and related threats
One of the oldest messaging threats, viruses and other forms of malware, can create catastrophic problems for an organization.  These include bringing an email infrastructure down for hours or days at a time, destruction of data, loss of productivity and loss of reputation.  Denial-of-service or hacking attacks can also create similar problems and can bring an unprotected messaging system down easily.  As shown in the following figure from a 2004 Osterman Research survey
, 96% of organizations have experienced the infiltration of a virus or related threat through email.
Messaging Threats That Have Been Experienced
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· Spam
Spam represents 75% or more of the incoming email traffic for most organizations.  It clogs messaging servers, leading to slower message delivery times, a significantly greater need for storage and greater need for bandwidth.  From an end user perspective, spam leads directly to productivity loss because users must filter through junk to find the legitimate emails they need to do their work.  Further, a large percentage of email users overlook or miss legitimate email because they lose this valuable content amidst the unwanted email they receive.
· Outbound content filtering
A great deal of sensitive content is transmitted through a messaging system to external parties, much of which can be damaging to an organization.  Content such as Social Security numbers, employee health information, confidential data, information related to ongoing legal actions, employee job searches and the like can be in violation of government statutes or court orders, or could be embarrassing or otherwise damaging to an organization if it fell into the wrong hands.
· Archiving
An enormous quantity of business information is housed in messaging systems – conservatively, an organization of 3,000 email users will generate 180,000 messages each day, many of which contain attachments and other information.  To comply with statutory requirements, as well as to provide a useful defense in the event of a legal action, an organization must archive certain types of content for minimum periods, sometimes for six years or more.  Backups, which are intended to replace a snapshot of a message store’s content, are not an adequate mechanism for the archival of messaging-based information.

· Secure messaging
A significant amount of the information sent through a messaging system is sensitive, such as financial statements, personal or medical information about employees, legal documents and the like.  A messaging system must be able to protect this content from interception by unauthorized parties.

· Policy management
Most companies have messaging policies that are difficult to enforce consistently – often, employees simply forget to abide by these policies in the normal course of their work.  However, failure to comply with these policies can have serious negative ramifications for any organization, leading to data loss, loss of reputation or worse.

· Disaster recovery
The events of 9/11, the multiple hurricanes in Florida during 2004 and the recent power blackout in the Northeast, not to mention the occasional flood or tornado, clearly demonstrate that messaging systems are vulnerable to downtime or destruction.  Any organization that relies on messaging must have a means of restoring their email capability quickly after such a disaster.
The Perils of Inadequate Messaging Security
What are the consequences of not protecting a messaging infrastructure from security threats?  Here are several to consider:
· Higher costs of IT management
Email security problems lead to higher IT costs because these staff members must devote their energies to solving security issues rather than concentrate on tasks that create value for the enterprise.  Osterman Research has found that there is a median of 1.0 full-time equivalent IT staff members devoted to messaging security per 1,000 email users.  Assuming a fully burdened IT staff member salary of $65,000 annually, this translates to a cost of $65.00 per user per year, or $5.42 per user per month just for the labor to manage a messaging defense infrastructure.  This does not take into account all of the hardware, software and other resources required to maintain an adequate messaging security defense.
· Loss of intellectual property
A messaging security breach can lead to the loss of critical business information in two ways.  First, if a messaging server is compromised and needs to be restored, an IT administrator will load the previous night’s backup onto the server, losing the messaging information that was generated since the last backup.  If a server goes down at close of business on a Thursday, for example, the latest data that users will have available to them on Friday morning will be messaging data that was backed up Wednesday night.
Second, because an unprotected messaging system is an open conduit for the release of all sorts of confidential information, it is not uncommon for trade secrets, sensitive information about employees, financial data and other content to be transmitted to parties that should not have it.  This type of breach can be tremendously damaging to any business.
· Loss of reputation
Sensitive information, inappropriate content or other material that is so easily transmitted through a messaging system can lead directly to the loss of an organization’s reputation, even if this material is transmitted only internally.  Chevron, for example, paid $2.2 million to several female employees who were sent sexually offensive content by other employees within the company.  In some industries, such as financial services, a loss of reputation can potentially be catastrophic.

The Perils of Inadequate Messaging Compliance
Failure to comply with government regulations for data retention or a failure to adequately meet the requirements imposed through a court order during legal discovery can lead to serious ramifications.  For example, the case of Credit Suisse First Boston investment banker Frank Quattrone is often held up as an example of the dangers of email.  However, what may surprise a number of people is that Quattrone’s troubles started not with email, but rather archiving policy.  Quattrone’s Investment Banking division had adopted a selective deletion policy that required the staff to periodically “clean up” email and instant messages.  This had been a long-running policy with CSFB.  Therefore, Quattrone’s request to his staff in December of 2000 to again go through and cleanup their email seemed reasonable.  However, Quattrone was aware that a few days earlier, CSFB had received a grand jury subpoena.  This standard deletion exercise was seen by the courts as destruction of evidence and eventually led to Quattrone’s conviction.  Many legal experts believe that the deleted messages may have contained hurtful information, making it the act of deletion that got him into trouble.
For organizations that are not prepared, the costs of producing messages in litigation can be monumental.  The general rule is that the business that produces documents (under court order) must pay for the costs of production (finding them and giving copies to the other side).  Recent rulings have affirmed that the holder of electronic information must also bear the discovery costs.   Furthermore, the courts continue to be clear on the discoverability of email, instant messages and other relevant documents, regardless of whether the producer considers them “draft,” personal or “unofficial.”  The cost of discovery can range from tens of thousands of dollars to literally millions of dollars.  In some cases, these discovery costs outweigh the damages being sought in the suit.
As shown in the following figure from a 2004 Osterman Research survey, most organizations view risk mitigation factors as some of the most important reasons to preserve and manage their email and instant messages.
Reasons to Preserve and Manage Email and IM
(% responding a ‘strong’ or ‘very strong’ reason)
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The Perils of Inadequate Messaging Continuity
The cost of not maintaining 24x7 access to messaging can be substantial, particularly for organizations that operate in key industries where downtime can be extremely costly.  Consider the following:

· The Fibre Channel Industry Association estimates that the typical cost of just one hour of downtime for a brokerage operation will cost $6.45 million per hour
; for a catalog sales organization, an hour of downtime can cost $90,000 per hour.
· The NCC Group found that in the event of a large-scale power blackout in the United Kingdom, 47% of all government operations “would suffer a significant or catastrophic impact on their operations within 24 hours”
.
· Because the typical employee spends at least one-quarter of his or time interfacing with a messaging system, and because much of the content employees use on a day-to-day basis (contacts, attachments, previous emails, etc.) is contained within the messaging infrastructure, downtime of any kind can lead directly to productivity loss.  For example, if we assume that the average fully burdened salary per messaging user is $50,000 per year, that he or she spends 25% of their working day in the messaging system, and that the system is down for only 45 minutes per month (which represents uptime of 99.9%), an organization of 3,000 email users will suffer productivity loss of $650,000 annually.  This does not take into account the potential for losing business because an order was not received in a timely fashion, the loss of critical information that can lead to further productivity loss and so forth.

Critical Decision Factors
When making decisions about the security of a messaging system, there are three critical factors to consider:  making the system secure, making it reliable and making sure that it satisfies all of the external requirements that will be imposed upon it.
Securing the Messaging System
At the most fundamental level, any messaging system must be protected from the variety of external messaging threats that it will face.  This means that the foundation of any threat protection system must include robust anti-virus and anti-spam capabilities that intercept all viruses, worms and Trojan Horses, as well as the vast majority of spam.  This foundational level of threat protection must also include defenses against denial-of-service attacks and related attacks against the network and messaging system.  Ideally, all such threats will be stopped as far back in the network as possible so that the negative impact on servers and the desktop can be minimized.  Stopping spam at the server, for example, consumes a large percentage of CPU cycles and requires greater bandwidth than is necessary compared to systems that block spam beyond the perimeter of the network.
In addition to these basic capabilities, it is also important for a messaging system to be protected from inadvertent violations of corporate policies, such as loss of intellectual property or transmission of potentially offensive content.  Therefore, outbound content filtering, an ability for users to send encrypted messages based on corporate policies and an appropriate policy management system must be available.

Making the Messaging System Reliable
Messaging systems, like the telephone system, must be up and running as close to 100% of the time as possible.  This is particularly true for organizations that are geographically distributed, since there is no point during a day or week in which downtime is acceptable:  in many organizations or between business partners, one office’s 11:00pm Sunday night is another office’s 8:00am Monday morning.  Consequently, every link in the messaging chain must be as reliable as possible, since the loss of a key component in this chain will bring down the entire messaging infrastructure.  Because messaging security is such a vital component of any messaging system, it must be at least as reliable as the most highly available cluster of messaging servers.
Further, a messaging system must be resilient and must recover from a disaster as quickly as possible.  The key to this resiliency is a) having a backup messaging system that can take over immediately after the loss of the primary system, and b) making sure that the messages sent and received in the backup system can be migrated quickly and easily back to the primary system when it is reestablished.
Satisfying External Requirements
There are a significant number of external requirements that are imposed on a messaging infrastructure, not least of which is ensuring that the business is satisfying statutory requirements for the preservation of records and that messaging system content is readily available in the event of a legal action.
A wide and growing array of statutory requirements for data retention face business decision makers, including Sarbanes-Oxley, the Health Insurance Portability and Accountability Act (HIPAA), the Gramm-Leach-Bliley Act, Securities and Exchange Commission Rules 17a-3 and 17a-4, 21 CFR Part 11, the US Department of Defense 5015.2 Standard, the UK’s Data Protection Act and various state data and local retention and security requirements.  Failure to satisfy the minimum data retention periods and other requirements for any of these statutes can create substantial liability for an organization, including large fines and, in some cases, prison sentences.  Even an email as simple as an employee asking a supervisor for vacation time constitutes a personnel record and must be preserved for a minimum of one year according to the US federal government.
Related to the need for satisfying statutory requirements is the need to preserve messaging system content for purposes of legal discovery.  Virtually all companies in the course of their business activities become the target of legal disputes, which can vary from common lawsuits, such as employee wrongful termination actions; to major litigation, such as class action lawsuits.  Similarly, companies themselves initiate litigation against suppliers, vendors, partners and others.  Litigation always has been, and will continue to be, a reality of doing business.  What is changing, however, is the nature of litigation discovery, and its focus on electronic documents.  These newer trends in discovery will have at least as great an impact on message archiving compared to compliance, if not more so.   Although compliance is currently receiving most of the attention with regard to data retention, litigation discovery has significantly more potential for creating a negative impact in the short term.
The Future of Messaging Management
The future of messaging management will be characterized by the following trends:
· Greater complexity and greater difficulty in maintaining messaging systems.  The combination of a growing number of virus and related threats, increasing amounts of spam and spyware, denial-of-service attacks and other threats will continue to make messaging management more difficult.

· Increasing requirements for compliance.  Messaging systems, like other corporate systems, must support the growing need for compliance with government regulation and litigation support.

· A growing need for reliability.  Messaging systems continue to become a critical communications medium that must operate continually without any disruption.
The result of these trends is a growing acceptance of the managed services approach to messaging management by many organizations.  While there continues to be some resistance to the notion of managed services, opposition to it appears to be on the decline.  This is because the managed services delivery model allows an organization to free its IT staff from the task of messaging management, letting them pursue goals that provide greater value to the organization.  Managed services provide a “one-stop shop” approach for dealing with the growing number of messaging threats that face all organizations while providing them with a single point of contact to deal with issues as they arise.  Managed services permit customers to add to their portfolio of messaging services – for example, an organization may want to implement only anti-virus and anti-spam services initially, later adding other services, such as messaging archiving or secure email capabilities, as their needs.
About FrontBridge Technologies, a Microsoft Subsidiary
FrontBridge Technologies, a Microsoft subsidiary, offers managed messaging services for enforcing email compliance with encryption and archiving tools, providing email availability through a web-based back up, and improving protection of employee inboxes from viruses and spam. Its complete line of services includes message archiving, spam and virus filtering, disaster recovery, and email encryption and supports multiple e-mail platforms such as Microsoft® Exchange, IBM Lotus Domino, and other SMTP-compliant servers. These managed services provide value to corporate customers by requiring no upfront capital investment, minimizing IT management overhead, and removing incoming email threats before they reach the corporate firewall. FrontBridge is now part of Microsoft’s Exchange Server Group. For more information, visit http://www.microsoft.com/exchange
For more information:
FrontBridge Technologies

4640 Admiralty Way, Suite 600

Marina del Rey, CA  90292

Tel: +1 310 302 0500
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