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	Sentinel Benefits Capitalizes on an Additional Benefit: FrontBridge Message Archive Services and Filtering for Constant Compliance and No Spam

	Sentinel Benefits family of businesses provides benefit administration  under the name Sentinel Benefits Group, insurance brokerage through Sentinel Insurance Agency, securities brokerage through Sentinel Securities and investment advice under the name of Sentinel Pension Advisors.   Through its multi-disciplined practice, Sentinel Benefits is uniquely qualified to manage employee benefit programs in today’s highly regulated and competitive marketplace.  

Sentinel Benefits serves more than 2,500 businesses throughout the United States and Sentinel Benefits Group has become Massachusetts’ largest privately-owned employee benefits firm. 

BUSINESS CHALLENGE
Prior to March 2004, Sentinel Benefits had to work overtime to provide itself a fringe benefit that should be standard at all companies: a spam-free email server that benefited from a continuously backed-up, fully compliant, easily searchable archive of messages.  

Because the Sentinel Benefits family of companies includes both an NASD member broker – dealer and an SEC Registered Investment Advisor seeking to comply with layers of government regulations which dictate the retention and transparency of electronic communications, it was essential that Sentinel Benefits maintain a complete, secure and compliant archive of email messages.  In addition, they did not want to receive, or store, annoying spam email.  

Sentinel Benefits had spent three years experimenting with the labor-intensive task of backing up its email server on hard drives in-house, in order to comply with regulatory requirements and insure themselves in the case of regulatory audits.  This resulted in IT staff devoting far too much time ensuring that their email server was routinely backed up.  Additionally, the process of relying on hard drives to back up their email server taxed IT staff when they embarked on the time-consuming mission of locating a specific message located somewhere on the hard drives.    

Further adding to its business challenge was the fact that Sentinel Benefits was not utilizing a perimeter-based spam filter, thus allowing spam to be stored on its server and wasting valuable space.  

Sentinel Benefits decided it needed a fully compliant, integrated archiving and filtering solution that would remove spam from its email and archive messages, as well as allow employees to more efficiently locate archived messages – that would not include spam.  

“Our IT team was devoting far too much time manually ensuring that our email server was always backed up, not to mention searching for messages backed up on hard drives.  We needed a more effective, less labor-intensive solution,” said Nathan Wright, Manager of Network Operations at Sentinel Benefits.  “We also did not want to store spam in our email archives, as it was a huge drain on resources.  Additionally, we wanted the assurance that we would always be compliant with changing regulations pertaining to the monitoring and archiving of email.” 
EVALUATION PROCESS
Noting the strain on IT staff in their effort to stay on top of their server, Sentinel Benefits wanted a solution that was efficient, fully compliant and alleviated IT staff burden, allowing them to focus on other projects apart from weeding through false positives, searching for messages on the hard drives and constantly backing up the email server.  
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THE BOTTOM LINE
· Utilized a fully-compliant “best-practice” archiving service

· No spam in the network or in their archives

· Streamlined searches for archived messages 

· 100 percent track record of locating archived messages
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	Noting the strain on IT staff in their effort to stay on top of their server, Sentinel Benefits wanted a solution that was efficient, fully compliant and alleviated IT staff burden, allowing them to focus on other projects apart from weeding through false positives, searching for messages on the hard drives and constantly backing up the email server.  

Sentinel Benefits determined that a secure and compliant hosted solution for filtering and archiving would make sense for three reasons.  First, a secure, compliant archive would streamline message recovery when legal discovery or other business needs required and ensure compliance with all onerous regulatory requirements.  Second, a managed perimeter spam filtering service would prevent spam archiving on its email server and free up valuable space.  Lastly, a hosted total message management service would relieve strain on IT staff by outsourcing services, rather than installing costly equipment on-site and charging IT staff with supervising it.

“When I spoke to the representative at FrontBridge, he proved to be a truly knowledgeable resource.  I was able to confirm that FrontBridge’s solution was less expensive than other competing options.  Moreover, I saw how efficient and straightforward FrontBridge’s web-based interface is.  After that conversation, I was sold on FrontBridge as the only solution that made sense for us,” said Wright.  
FRONTBRIDGE MESSAGE ARCHIVE AND FILTERING SOLUTIONS – THE ONE, TWO PUNCH
To begin using FrontBridge services, Sentinel Benefits merely had to adjust its MX records by opening port 25 on their server, and blocking all IP addresses except FrontBridge’s.  Now all email would filter through the FrontBridge servers and be archived as well – ensuring that no one could “accidentally” delete an important email. Sentinel Benefits now has records of all email activity and the ability to use it for business information and legal discovery, not to mention regulatory compliance.

After years of labor intensive searches to track down messages archived on hard drives, FrontBridge’s efficient search function has reduced these searches to a matter of minutes.  To date, Sentinel Benefits has easily located every single message they have looked for.  Furthermore, Sentinel Benefits no longer has to surrender email server space to spam messages because of FrontBridge’s perimeter-based spam blocking techniques.  Only legitimate messages are stored in the FrontBridge message archives.  

“The set-up process took a matter of minutes -- it was basically plug and play.  We immediately noticed the elimination of spam on our server, due to FrontBridge’s perimeter spam blocking.  We were also pleased at the ease of FrontBridge’s search function and being able to easily track down email messages, due to the search function of the Archiving service.  IT staff no longer had to worry about backing up the email server routinely and realized tracking down messages would become infinitely easier,” concluded Wright.

COMPANY BENEFIT
Sentinel Benefits now has complete, secure and compliant email archiving and full access to all the space on its server, thanks to FrontBridge Spam Filtering and Message Archive service.  It has also relieved IT staff of their never-ending email back-up process, leaving the heavy lifting to FrontBridge Message Archiving Service.  Sentinel Benefits also enjoys easy access to all email activity.  In sum, they have reduced IT overhead, added a complete, secure and compliant email archive that meets all regulatory requirements, and eliminated spam from the network.


	“I was able to confirm that FrontBridge’s solution was less expensive than other competing options.  Moreover, I saw how efficient and straightforward FrontBridge’s web-based interface is.  After that conversation, I was sold on FrontBridge as the only solution that made sense for us.”

– Nathan Wright,

   Manager of Network   

   Operations
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	“FrontBridge was the only solution that makes sense – superior services and superior value.  I am only further convinced that outsourcing our archiving and filtering service to FrontBridge was a smart move.  Overall, I am very pleased with our decision to go with FrontBridge,” said Wright.  

THE BOTTOM LINE
Since implementing FrontBridge Spam Filtering and Message Archive services, Sentinel Benefits has experienced the following benefits:

•
Utilized a fully-compliant “best-practice” archiving service to meet regulatory requirements for electronic communication

•
No spam in the network or in their archives

•
Freed up server space by archiving messages off-site

•
Zero latency routing emails through FrontBridge

•
Streamlined searches for archived messages 

•
Reduced email administration time by 60 percent

•    100 percent track record of locating archived messages 

ABOUT FRONTBRIDGE TECHNOLOGIES

FrontBridge Technologies, a Microsoft subsidiary, offers managed messaging services for enforcing email compliance with encryption and archiving tools, providing email availability through a web-based back up, and improving protection of employee inboxes from viruses and spam.  Its complete line of services includes message archiving, spam and virus filtering, disaster recovery, and email encryption and supports multiple e-mail platforms such as Microsoft® Exchange, IBM Lotus Domino, and other SMTP-compliant servers.  These managed services provide value to corporate customers by requiring no upfront capital investment, minimizing IT management overhead, and removing incoming email threats before they reach the corporate firewall.  FrontBridge is now part of Microsoft’s Exchange Server Group. For more information, visit http://www.microsoft.com/exchange  


	“The set-up process took a matter of minutes -- it was basically plug and play.  We immediately noticed the elimination of spam on our server, due to FrontBridge’s perimeter spam blocking.  We were also pleased at the ease of FrontBridge’s search function and being able to easily track down email messages, due to the search function of the Archiving service.  ” 


	The information contained in this document represents the current view of Microsoft Corporation on the issues discussed as of the date of publication. This document is for informational purposes only. MICROSOFT MAKES NO WARRANTIES, EXPRESS OR IMPLIED, IN THIS DOCUMENT. © 2005 Microsoft Corporation. All rights reserved.
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