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	Independent Investment Advisor Meets Compliance Challenges with FrontBridge

	Brecek & Young Advisors, Inc. is an independently-owned full-service registered investment advisor/broker dealer based in Folsom, Calif. With close to billions of dollars in combined assets under management, Brecek & Young serves thousands of clients, specializing in retirement planning, educator retirement plans and pension rollovers. 

BUSINESS CHALLENGE
In Jan. 2004, Brecek and Young’s email system was taxed to the limit. Its email server had become the de facto “filing cabinet” for business and personal email, contacts, appointments and task lists for the company’s 550 employees. Mailbox sizes had ballooned, forcing email systems administrators to impose strict storage quotas on mailbox size. Despite these restrictions, employees were still exceeding storage limits, forcing employees to spend valuable company time cleaning out and filing old messages and attachments. 

But, a policy of purging email from the server periodically would not satisfy the strict regulatory requirements imposed upon Brecek and Young by oversight agencies, such as the Securities and Exchange Commission (SEC) and the National Association of Securities Dealers (NASD). These regulatory bodies required the company to demonstrate compliance by having a policy and system in place for retaining and retrieving electronic communications for a minimum of three years. Brecek and Young’s email problem had reached the point of paralysis. Brokers were forced to print out all email communications, drastically hindering productivity. Most reached the point where they refused to use email any longer because of the associated challenges.

Restoring past messages, whether it was for compliance audits or transaction reviews, placed a significant stress on email administrators, help desk staff and employees. The task required administrators to search through backup tapes to find messages to be restored, sometimes taking days or weeks to complete the task. Foreseeing a delay in restoring messages, employees would archive email onto CDs or local hard drives, creating an error-prone environment of inconsistent and incomplete archives. 

Vice President of IT, Scott Slagle, needed a new message retention and recovery solution that would resolve many of the email storage, archiving and restoration issues faced by Brecek and Young. Many of the available message retention and recovery systems on the market required significant investment in both hardware and software and the dedication of several internal resources.

“Like many organizations, we’re operating our IT department with lean staffing,” said Slagle. “Support and maintenance activities related to the messaging system were becoming a full time job. I needed a solution that just took this problem offsite but provided me with administrative access to the archive when necessary.” 

EVALUATION PROCESS
Slagle sought a service-based message archiving system because it required no additional hardware and software to manage on-premise. The service-based approach also transferred the burden of application support to FrontBridge, rather than his IT staff, resulting in lower costs to the organization and more efficient use of his IT resources. 
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THE BOTTOM LINE
· Reduced  message management costs by thousands of dollars

· Decreased spam by 95%

· Increased staff productivity
· Gained a reliable business continuity plan critical to business operations
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	Slagle needed the message archiving system to be multi-faceted. It had to provide easy online access to stored messages for the company’s field representatives. The message store had to be complete and tamper proof. It also had to include a supervisory system for regular review of incoming and outgoing messages based on statistical sampling. 

“The FrontBridge Message Archive service provides all the tools required for off-site message retention and recovery,” said Slagle. “Coupled with the company’s spam and virus filtering and disaster recovery capabilities, FrontBridge provides a one-stop shop for all my messaging requirements.”

FRONTBRIDGE HELPS BRECEK AND YOUNG PASS COMPLIANCE AUDIT

Conducting audits and reviews are necessary steps in the regulatory compliance process. In Aug. 2004, Brecek and Young’s messaging system was audited by the NASD. The NASD cycle review exam required the company to show how it was storing and reviewing messaging.  

What was expected to be an extensive process ended up being a 15-minute exercise because of the FrontBridge Message Archive Service. The FrontBridge Message Archive service delivered a set of pre-defined reports along with the ability to create customized reports in support of supervisory responsibilities that were turned over for auditor review. For example, Brecek and Young was able to produce a NASD 3010 evidentiary report that allowed the company to demonstrate that electronic communication between the company’s brokers and clients were in compliance with dictated rules. In addition, auditors were able to easily see the system’s sampling program that proved messages were being flagged and reviewed according to key words. Auditors were impressed with the system and because of the effectiveness of the FrontBridge system, the audit process was quick and painless with regards to messaging. 

In addition, the FrontBridge service made it easy to show auditors that the company had enforced retention and retrieval rules for electronic communications; it had a complete, sequential, tamper-proof archive; and, it had a complete supervisory system, including statistical sampling-based review of incoming and outgoing electronic correspondence, as well as predictive and ad hoc surveillance capabilities.

“The audit of our messaging system was made painless by our implementation of FrontBridge,” said Tom Delaney, chief compliance officer for Brecek and Young. “We were able to generate the required reports in short order and show that our email communications were fully-archived and accessible upon request.”
BRECEK AND YOUNG IS PREPARED FOR EMAIL DISASTERS
Slagle knows first hand that one of the primary benefits of the FrontBridge service is the valuable insurance policy the service provides against unforeseen network outages. In 2004, Slagle’s email system failed, creating a few hours of system downtime. During the outage, messages were stored in the off-site archive, enabling Slagle to repopulate the email server once the server was restored. 

 “Email is mission critical and we can’t afford the system to be down at any point,” said Slagle.  “The FrontBridge service helped me avert a company-wide disaster when our email system failed, ensuring no noticeable disruption to my employees’ email service.”

FRONTBRIDGE UNIQUELY INTEGRATES FILTERING WITH ARCHIVING

Although Slagle’s primary reasons for implementing the FrontBridge service were to minimize desktop archiving and demonstrate compliance requirements, one of the added benefits he sees is
	“The FrontBridge service helped me avert a company-wide disaster when our email system failed, ensuring no noticeable disruption to my employees’ email service.”
– Scott Slagle, 

   Vice President of IT
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	the integrated filtering services from FrontBridge. After a simple MX record change, messages were routed through the FrontBridge SMART Network. And in a matter of hours, spam volume sank to almost zero, without any end-user configuration.

The filtered mail stream was intercepted and recorded in the archive; ensuring unwanted content did not corrupt the integrity of the message store.  

In addition to spam blocking, the FrontBridge filtering service includes managed anti-virus capabilities, providing Brecek and Young with a layered approach to virus scanning. While many companies are still installing and running anti-virus software on users’ desktops and gateway servers, FrontBridge provides preemptive coverage.  Acting as the first line of defense, viruses don’t have a chance to reach FrontBridge customers’ networks, much less their desktops.  Through close partnerships with Sophos, Symantec and Trend Micro, FrontBridge provides protection from new threats hours before new signatures are publicly released. In addition, FrontBridge offers, preventive virus protection, isolating messages with questionable message traits to avoid virus proliferation in the crucial minutes after a new virus is created and released. 

“FrontBridge allows me to outsource the management and handling of most of my messaging-related tasks,” said Slagle. “With FrontBridge on in the background, I know my mail will be filtered; I know we’ll be able to demonstrate compliance; and I know that my system will always be available. With this comfort, I’m able to focus on adding value elsewhere in our organization.”
COMPANY BENEFIT

With FrontBridge, Brecek and Young now has a complete message management system. Messages entering the mail stream are filtered for spam and viruses before entering the tamper-resistant archive. Demonstrating compliance to auditors is a painless process because of the systems set of pre-defined and custom reports. The archive is also accessible by each employee, reducing the administrative burden of recovering past messages. On estimate, by implementing an off-site service of archiving and filtering, Brecek and Young saves thousands of dollars annually, not inclusive of the upfront equipment costs required to build and scale the system.

CONCLUSION

Since implementing FrontBridge managed services for message filtering and archiving, Brecek and Young has enjoyed the following benefits: 

     •
Reduced total cost of ownership as compared to an on-premise system

     •
Lowered spam levels by 95%

     •
Passed an NASD audit with flying colors

     •
Saved thousands of dollars annually on message management costs

     •
Gained a reliable business continuity plan critical to business operations.
ABOUT FRONTBRIDGE TECHNOLOGIES

FrontBridge Technologies, a Microsoft Subsidiary, offers managed messaging services for enforcing compliance through archiving, ensuring e-mail availability in the case of a disaster, and improving protection of employee inboxes from viruses and spam. Its complete line of services includes message archiving, spam and virus filtering, disaster recovery, and email encryption and supports multiple e-mail platforms such as Microsoft® Exchange, IBM Lotus Domino, and other SMTP-compliant servers. These managed services provide value to corporate customers by requiring no upfront capital investment, minimizing IT management overhead, and removing incoming email threats before they reach the corporate firewall. FrontBridge is now part of Microsoft’s Exchange Server Group. For more information, visit www.microsoft.com/exchange
	“The audit of our messaging system was made painless by our implementation of FrontBridge.”

– Tom Delaney, 

Chief Compliance Officer
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